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1. Purpose

Intermsoftheprovisionsofsection-BoftheMasterDirection-InformationTechnology
Framework for the NgfC Sector dated June 8, 2077, ("Master Directions") issued by the

Reserve Bank of India (RBI), every Non-Banking Financial Company (NBFC) shall have

Board approved tnformation Technology Policy/Information System Policy' This

Information Technology Policy ("IT Policf') is a formal{gcument to provide guidance to

the management of lrt"utrroot Mercantile Limited ("MML" / "company") for developing

basic IT systems mainly for maintaining the database and follow the basic standards

mentioned in the said Directions'

The Master Directions require the NBFcs to formulate and adopt an Information

Technology Policy .o--.nrrrrate with the size, scale and nature of the business carried

out by NBFC, which will act as a framewofk for usage of IT feso-ufces within the

organisation. n..oiJingly, this IT Policy is adopted by the Board of the Company'

MML provides unsecured personal loans digitally through its mobile app and therefoie

hasaccesstothecust-omer'spersonalandfinancialinformation'Toensure
confidentiality, integrity and availabitity of information, 

-appropriate 
safeguards need to

be in place to protJct it from a wide iung,- of threats. It is therefore essential that an

appropriate set of controls and proceduris are implemented to achieve information

securitY.

2. Reference

In this IT Policy, a reference to the following word(s) shall have following meanings

assigned to it:

2.1 Information Technology Resources:

Information Technology Resources for purposes of this IT Policy include' but are not

limited to, MML owned or thoSe used under licence or contract or those devices not

owned by MML but intentionally connected to MML - owned Information Technology

Resources such as computer hardware, printers' fax machines' voice-mail' software' e-

mail and intemet and intranet access'

2.2 User:

Anyone who has access to Information Technology Resources, including but not limited

to, all employees, i.-por*y employees, contractors, vendors and suppliers'

2.3 Password:

A password is a string of characters used

Technology Resources of MML'
for authenticating a user on an Infr



3. Policy

The use of MML's Information Technology Resources in connection with MML's
business and limited personal use is a privilege but not a right, extended to various Users.

Jhe privilege canies with it the responsibility of using MML's Information Technology

resources efficiently and responsibly.

By accessing MML's Information Technology Resources, the User agrees to comply with
this IT Policy. Users also agree to comply with the applicable laws and all governing

contracts and licenses and to refrain from engaging in any activity that would subject
MML to any liability. MML reseryes the right to amend these policies and practices at

any time without prior notice.

Any action that may expose MML to risk of unauthorized access to data, disclosure of
information, legal liability, or other potential rylt.- failure is prohibited and may result in
disciplinary action, including termination of employment and/or criminal prosecution.

4. Scope

This IT Policy applies to everyone who, in India, has access to MML's Information
Technology Resources and it shall be the responsibility of senior management at the

registered office to ensure that this IT Policy is clearly communicated, understood and
followed by all Users.

The IT Policy covers the usage of all of the Information Technology Resources and

communication resources, whether they are owned or leased by the Company or are under
the Company's possession, custody, or conttol, including but not limited to:

. All computer-related equipment, including desktop personal computers (PCs),

portable PCs, terminals, workstations, PDAs, wireless computing devices, telecom

equipment, networks, databases, printers, servers and shared computers, and all
networks and hardware to which the equipment is connected.

. All electronic communications equipment, including telephones, pagers, radio

r ----cornfriunicater6 -voiee-mail,-^e-naail,, fax^^^machiqes;'-FDA*, ^wi{€d - or'^wi+eless

communications devices and services. internet and intranet and other on-line
services.

. All software including purchased or licensed business software applications, MML-
written applications, employee or vendor/supplier-written applications, computer

operating systems, firmware, and any other software residing on MMl-owned
equipment.

This IT Policy
connected from
equipment.

also applies to all Users, whether on Company premises or otherw
remote connections via any networked connection, or using Compan

Company premises or otherwise,



5. Appointment of Head of IT

The company shall designate one of its employees as Head of Information Technology

(IT) department who shall ensure compliance of the IT Policy. The Head (IT) shall

perform such function as specihed in this IT Policy'

Responsibility Allocation

5.1Board

The Board shall put in place a policy for effective management of IT assets of the

Company and shall ensure its proper implementation by:

o approving IT strategy and policy documents and ensuring that the management has put

an effective strategic planning process in place;

o ascertaining that management has implemehted processes and practices that ensure

that the IT delivers value to the business;

. ensuring IT investments represent a balance of risks and benefits and that the

budgets are accePtable;

o monitoring ttre method that management uses to determine the IT resources needed

to achieve strategic goals and provide high-level direction for sourcing and use of IT

resources;

o ensuring proper balance of IT investments for sustaining Company's growth and

becoming aware about exposure towards IT risks and controls.

o establishing a management level Committee consisting of appropriate business

owners, the development team and other stakeholders to provide oversight and

monitoring of progress of any IT project undertaken by the Company as part of its

Change Management PolicY.

o Ensure effective implementation ofthe Change Management Policy of the Company

The Board may delegate any one or all the above functions to a Board committee or

management-level committee as it may deem fit subject to periodical reporting by the

committee as decided bY the Board.

5.2 Head (IT)/Senior Management

Head (IT) along with Senior Management of the Company shall be responsible for

implementing the IT Policy. The Head (IT) shall further undeftake functions as

prescribed in this IT PolicY.

6. Access Control

6.1 All Company computers that are either permanently or temporarily connected to the

internal computer networks must have a password-based access control system.

Regardless of the network connections, all computers handling conf,rdential

information must also employ appropriate password-based access control systems.

6.2 All in-bound connections to MML computers from external networks must be

protected with an approved password or ID access control system' Modems may ohl



beusedatMMLafterreceivingthewrittenapprovaloftheHead(IT)andmustbe
turned off when not in use'

6.3 A11 access control systems must utilize user-IDs' passwords and privilege restrictions

unique to each user' 
le and accessser accounts based on ro

access credentials' including Credo

1 passwords, shall be 
"maintained 

in

IT Personnel'

6.5 Users shall not make copies of system confrguration files (e'g' Passwords' etc) for

their own, unauthorized personal use of to provide to other users for unauthorized

uses. 
r

6.6 Users are forbidden from circumventing security measures'

6.7 Users are strictly prohibited from establishing dial-up connections' using modems or

other such upputu*', from within any MML's premises' '

6.8 Users who have been given mobile/portable laptop oI any other device and duly

authorized fbr'such remote access, which connects to MML's mail system on a real-

time basis, can do so through the Internet'

6.9 Unless the prior approval of the senior management or Head (IT) has been obtained'

Usersshallnotestablishintemetorotherexternalnetworkconnectionsthatcould
allownon-authorizeduserstogainaccesstoMMLSy'1.11*u-111:i,"'on.These
connections include the establishment of multi-computef file systems' intemet web

Pages & FTP servers'

6.10 MML does not use FTp servers for backup or internal data storage. Network Attached

storage (NAS) configured with RAID is used for backup storage to provide redundancy

and resilience of backup data' 
4^ ^^'-^t'nnicc c.rrr ' ation system

6.11 Users must not test, or attempt to compromise computer or commuilc

oved in advance and in writing by the senior

roved system cracking (hacking)'

n, software coPYing' computer

attemPts to comPromise securitY

ations of this IT Policy' Likewise' short-cuts

bypassing system security measures is absolutely prohibited'

7. Passwords

T.iIndividualpasswordsecurityistheresponsibilityofeachuser.

7.2 Passwords are an essential component of MML's totpul:t-31|.::t:t^*::Xtg:H:til;'
iT:Xr"J:j ffiff:: 

"#;;#;"effectively, 
the users must choose passwords thar

-.r 1--^ -^'t^+^A +a .r^rrt inh c)1to t:t":t:,'j'i:"::"^:""';;:"#;"^rnri,^,u..*ords must Lot be related to your job or

personal life. This also mea

dictionary or some other part of speech'

rrrFz\llt'ts! \l/lll nP t'trnertrcTc/r ePTl'\lla r/1/\lqTlnnc nr rnlc | | Pn l1'\7 | 1trA\l7lca chnf



7.3 Passwords shall be maintained in encrypted form and shall be sufficiently complex'

Passwords shall contain a combination of at least one capital letter, one small letter, one

number and one ;;;il symbol, and shall be at least eight characters long'

- ^ T^ sword is not misused on a long-term basis, Users are
/.+ ru

enc very 30 days' Password history would be maintained

for uppiit' to the Systems Login (windows password) and

Cloud Mail Passwords'

7.5 Passwords must not be stored in readab

software macros' terminal function keys'

in other locations where unauthorized per

be written down and left in a place where

7.8 Under no circumstances, the User must

unless the said user has obtained from th

necessary approval in this regard' In c

accordance with the above, the user

password(s) immediately upon the comple

shared.

7 .9 rncases where no prior approval had been obtained for sharing of password(s) with other

user(s), such user sfril be io-pt.t.ty responsible fol af|:"i:t:lt::es that shall follow in

respect of ureach of this IT policy uno ir,rur shall initiate appropriate disciplinary

proceedings against the said User'

8. User Roles

S.lAdministrator:Head(IT)willbetheAdministratorforthelnformationTechnology
Resources. If a User requires special permissions, they should contact the

Administratot, who shall have the following power and functions:

7.6 Immediately upon assignment of the

situations, the Password must be

confidentiality of all information'

use another User's account or password without
7.7 llnder no circumstances, Users shall

proper authorization'

Full access to host systems, routers' switches' firewalls and

devices as required to fulfill their respective duties'

Righttoinspectanydatastoredoncomputersysteminthecourse
investigating security incidents, or safeguarding against security threats'

Ensure safe keeping of IT assets of the Company'

g.2 Guest: The Guest will have the read only permissions'

g.3 Technician: The Technician will have the well-defined set of permissions'

8.4Auditor:TheAuditorwillhavethepermissions
inventory, check for license compliance etc'

initial pbssword and in all cases of password "reset"

immediately changed by the user to ensure

other securitY

of



8.5 IT Asset Manager: IT Asset Manager will have complete access to the Asset

Management Module.

9. Maker - Checker

Maker-checker is one of the important principles of authorization in the information

systems of frnancial entities. It means that for each transaction, there are at least two

individuals necessary for its completion as this will reduce the risk of error and will ensure

reliability of information. MML ensures that it complies with this requirementto carry out

all its business oPerations'

Further, Company shall appoint security officer to ensure security of IT systems while

Head (IT) shall be ,.rponribl. for implementation of the systems. The security officer

shall perform formal checks through Internal Audit pfogfam.

10. Information Security and Cyber Security

It must be ensured that business information, inclusive of the computing systems is

protected from inappropriate access' disclosure or modification' Information' as an asset'

should be protectealuri as any other company asset and therefore to safeguard its value'

MML via this rr roHcy has mandated for its employees to go through the IT Policy,

understand, accept and practice the rules and legulations that have been defined' It is the

Company's PolicY to:

10.1 MML uses Endpoint Security/Antivirus

The endpoint security solution, virus

protection components shall be updated

security requirements of the Company'

10.2 Ensure that information is accessible only to those authorizedto have access;

10.3 Safeguard the acculacy and completeness of information and processing methods;

10.4 Ensure that authorized users have access to information and associated assets when

required;

10.5 Ensure that information it manages shall be secured to protect against the consequences

of breaches of confidentiality, failures of integrity or interruptions to the availability of

that information;

10.6 Promote this IT Policy and raise awareness of information security;

10.7 Provide appropriate information security training for the staff;

10.g provide a distinct identification number for each information asset and maintain a list of

all IT assets of the ComPanY;

10.9 All lT assets of MML are already recorded and maintained in the IT Asset

Register/Asset Management records. The register shall be updated for additions, transfets,

changes in custody and disposal of IT assets'

10.10 In case the Company stoles personal data of its customers, it shall use public key

infrastructure to ensure confidentiality of data, access control, data integrity,

authentication and non-repudiation;

10.11 Computer networks and systems outside of the company

protection on applicable systems and endpoints'

definitions, security signatures and related

from time to time in accordance with the IT

646



l0.12Toestablishsuitabledatabackupandretentionpolicy

ll.IncidentManagementProcessandCyberCrisisManagementPlan

Incident shall refer to occurrence of any "Key Rilk rldjgator" as plescribed in the Para

l2.t ofIT policy. The employees shallt. 
'.quit.o 

to follow the specified process in this

respect.

oTheemployeesshallensurethatonoccuffenceofanyKeyRisklndicatoror
unusualsecurityincidentsasspeci|redinpoint2ofAnnexloftheMaster
Direction'suchincidentshallbebroughttonoticeoftheHead(IT)attheearliest,

o The Head (IT) may further report such incidents to the Board on yearly basis' No

reporting shail be required where no strch incidents have occurred.

o The affected system may be shut down immediately and all connections from

such sYstem shall be severed'

o It shall be strived that data in the system is deleted on the earliest to ensure

there is no further compromise of sensitive data

oTheback-upmayberestoredinthesystemonlyafterconsultingthe

12. Key Risk Indicator

The Key Risk Indicators shall be: 
. ,r _ r,^^ ^.^^^ +1^or o . 

it unusual
oFrequentpop.up.windows,especiallytheonesthatencourageyoutovrst

sites, or download antivirus or other software

, . Changes to Your home Page

. Mass emails being sent from your email account

o Frequent crashes or unusually slow computer performance

oUnknownplogramsthatstartupwhenyoustartyourcomputer

o Programs automatically connecting to the Internet

. Unusual activities like password changes

o Any unauthorised activities in the system

Any suspicious activities/message appearing on the IT system'

13. Digital signature certificates, Mobile Financial services and social Media

13.1 Digital Signature Certificates

Digital signatures are considered accepteo -:it:^1"1t:1"tll,: T:,tf"tt1rll}1 ?i,a,;3irffir;
ilt^ffi1:TlTiltT #ffi;; ffi;;;rpono.n.., and trus a substitute ror traditionar

^^^+^ ^^A ^^*oonntlde.nce sgnt:il'Ji,lil;,i#. iir,;;nly applies to digitailv signed documents and correspondence sent

.^1^.,oao o-rl rlirectntq

Head (IT).

,Jil "affi;il;. ,...ir.. uy ttr. comiany by MM ,'s emplovees and directors'



13.1.1 All Digital Signature Certificates (DSCs) of the Company shall remain under the
custodianship of the Secretarial Department under the supervision of the Company
Secretary. Usage, renewal, custody and access to DSCs shall be controlled and
documented by the Secretarial Department.

13.2 Mobile Financial Services

The Company gives unsecured personal loans digitally through its mobile application.
The Company shall develop a mechanism for safeguarding information that is collected
from the mobile application with a view to ensure confidentiality, integrity, authenticity
and providing end-to end encryption. The Company shall also put in place a Board-
approved Policy in this regard.

13.3 Social Media 
I

The Company uses Facebook, Instagram, Google, Youtube, Linkedin, Pinterest, Twitter,
Whatsapp and other social media platform available from time to time (hereinafter
refered to as 'Social Media') to market its products. As Social Media is vulnerable to
account takeovers and malware distribution, the Company shall have proper controls,
such as encryption and secure connections to mitigate such risks.

14. System Generated Reports

The computer systems should be capable for generating reports for top management
summarizing financial position including operating and non-operating revenues and
expenses, cost benefit analysis of segments/verticals, cost of funds, etc.

Further, systems shall be designed to ensure that proper audit trails and sufficie nt data are
available to enable effective functioning of audit function of the Company.

15. Adequacy to file regulatory returns to RBI (COSMOS)

The computer systems should be fully adequate to file all the applicable regulatory rerurns
to RBI (cosMos) and the same shall be reviewed from time to time.

16. Business Continuity Planning (BCp) policy

Intenuptions to business functions can result from major natural disasters such as
earthquakes, floods, and fltres, or from man-made disasters such as terrorist attacks, riots
or war. The most frequent disruptions are less sensational - equipment failures, theft or
sabotase.

Business Continuity Planning (BCP Plan), also known as Contingency planning, defines
lhe process of identifrcation of the business verticals and locations that a business plans to
keep functioning in the occurrence of such disruptive events, as well the failover
processes & the length of time for such support. This encompasses hardware, software,
facilities, personnel, communication links and applications.



BCP plan is intended to enable a quick and smooth restoration of operations after a
disruptive event. It includes business impact analysis, where each critical business
function has been reviewed to determine the maximum allowable downtime before causins
significant degradation to the business operations of MML.

The BCP plan also defines actions to be taken before, during, and after a disaster.

16.1 Purpose

The plan has been developed to allow for continuity of business operations at a minimum
level within location of MML in the event of an emergency.

f6.2 BCP Objective

' Protect personnel, assets and information resources from further injury and,l or damage

'Minimize economic losses resulting from disruptions to business functions

. ' Provide _u,plq of action to facilitate an orderly recovery of critical business functions

'Identifv key individuurr *no *iii;.*s. th. d;;;;; orr..*.ifi;j;;;i"GA;
business after a disruption

' Identify the teams that will complete the specific activities necessary to continue
critical business functions

' Specify the critical business activities that must continue after adisruption
. Recover critical business functions and support entities
. Minimize damage and loss

. Resume critical functions at an alternate location

. Return to normal operations when possible

16.3 BCP Committee Members:
. Managing Director
. Head IT
. CFO

. Head Admin

. Head Operations

16.4 Recovery Management Co-ordinator (RMC) : AGM

16.5 Procedure - Business Continuity plan

This is a disaster recovery plan for MML Data. The information present in this plan
guides MML operation & data management and technical staff in the recovery of
computing and network facilities in the event that a disaster destroys all or part of the
facilities' The primary focus of this BCP is to provide a plan to respond to a disaster that
destroys or severely cripples MML operation & datacomputer systems. The intent is to



restore operations as quickly as possible with the latest

available.

and most uP-to-date data

Disaster fecovery plans are developed to span the recovery of data, systems' links and

also include worst case scenados such as:

. . Loss of access to facilitY

. Loss of access to information resources

. Loss of key personnel who are responsible for performing critical functions

16.5.1 Personnel

Immediately following the disaster, a planned sequence of events begins' Key personnel

are notified and recovery teams afe glouped tg implement the plan' Personnel currently

employed are listed in the Plan'

16,5.2 Salvage Operations at Disaster Site

Early efforts are targeted at protecting and preserving the computer equipment' In

particular, any storag"e media are identified and either protected from the elements or

removed to a clean, dry environment away from the disaster site'

16.5.3DesignateRecoverySiteiAlternate.site/Backupsite

MML has established a Disaster Recovery (DR) arrangement between the Head office and

the Vellayambalam premises. The DR ariangement is intended to support continuity and

recovery of critical systems, application, *d dutu in the event of disruption at the primary

location.

16.5,4 Purchase New EquiPment

The recovefy process relies heavily upon vendors to quickly provide replacements for the

resources that cannot be salvaged. The MML operation will rely upon emergency

procurement procedures for equipment, supplies, softwate, and any other needs'

16.5.5 Begin Reassembly at Recovery Site

Salvaged and new components are reassembled at the recovery site' If vendors cannot

provide a certain piece of equipment on a timely basis, then recovery personnel can make

last-minute substitutions. After the equipment reassembly phase is complete, the work

turns to concentrate on the data recovery procedures'

16.5.6 Executive Management Team (EMT)

This group consists of members of BCP Committee, the Recovery J\4anagement

coordinator. The Executive Management Group makes the decision to mobiiizethe MML

recovery organization. This decision is based upon their best judgment in determining the

extent and imPact of the outage'

16.5,7 Recovery Management Co-ordinator (RMC)

The Recovery Management Coordinator (RMC) is the

recovery operation' She/He manages the following:



. administrative and logistical requirements of the recovery effort, and performance

those duties and activities not directly related to the recovery of business functions.

. communication with all MML employees during fecovely operations.

. computer processing, intemall external network connectivity and computer support

requirements of the recovery effort.

16.5.8 Restore Data from BackuPs:

Data can be restored from the designated backup/Disaster Recovery location in the event

of a disaster. The DR setup between the Head Office and Vellayambalam premises shall

be used for restoration of critical data and systems, subject to the approved recovery

procedures.

16.5.9 Prevention I

As important as having a disaster recovery plan is, taking measures to prevent a disaster

or to mitigate its effects beforehand is even more important. This portion of the plan

reviews the various threats that can lead to a disaster, where our vulnerabilities are, and

steps we should take to minimize our risk. The threats covered here are both natural and

human-created:

16.5.10 Fire

The threat of fire in office premises is real and poses a high risk. The building is filled

with electrical devices and connections that could overheat or short out and cause a fire.

Hand-held fire extinguishers are placed in visible locations throughout the building. All

Staff are trained in the use of fire extinguishers.

16.5.11 Flood

Due care and appropriate preventive measure are carried out, thus risk due to flood is very

much limited.

16.5.12 Cyclones and High Winds

Very sever cyclone can only have marginal impact on the operations. Due care and

preventive measure appropriate are carried out.

16.5.13 Earthquake

The threat of an earthquake affecting MML premises is medium to low but should not be

ignored. An earthquake has the potential for being the most disruptive for this disaster

r..ou.ry plan. Restoration of computing and networking facilities following a bad

earthquake could be very difficult and require an extended period of time due to the need

to do large scale building repairs.

The preventative measures

if the building survives,

extended period of time.

for an earthquake can be similar to those of a Cyclone. Even

earthquakes can interrupt power and other utilities for an



16.5.14 Computer Crime

Computer crime is becoming more of a threat as systems become more complex and
access is more highly distributed. With the new networking technologies, more potential
for improper access is present than ever before. Computer crime usually does not affect
hardware in a destructive manner. It may be more insidious, and may often come from
within. All systems have security products installed to protect against unauthorized entry.
All systems are protected by passwords. All users are required to change their passwords
on a regular basis. All systems should log invalid attempts to access data, arrd the system
administratoi reviews these logs on a regular basis.

All systems are backed up on a periodic basis. Physical security of the data storage area
for backups is implemented. Standards have been established on the number of backup
cycles to retain and the length of their retention..

f 6.5.f 5 Terrorist Actions and Sabotage

Terroristic action and sabotage are potential risk under the circumstances on all the officei
in big cities. To prevent such occuruence MML has system in place whereby each office
will permit entry on verification of identity and due care is taken to provide adequate
security.

16.5.16 Testing and Evaluation

The response to each threat situations is tested periodically to assess the preparedness ofthe
organtzation to execute the recovery plans. Some of the threats that occur frequently, are tested
in due course of business, hence are not tested specifrcally. Others however, require testing
and for them a disaster scenario is assumed and the team representatives "walk through" the
recovery actions checking for errors or omissions. Persons involved in the test include the
Recovery Management Coordinator.

An ongoing testing programme is established. However, special testing is considered
whenever there is a major revision to MML operation or when significant changes in
hardware or communications environments occur. The Recovery Management
Coordinator is responsible for analyzing change, updating impacts on the plan and for
making recommendations for plan testing.

The Recovery Management Coordinator shall review the test results, discuss weaknesses,
resolve problems and suggest appropriate changes to the plan.

lT.Data Backup with Periodic Testing

In order to prevent loss of information by destruction of the magnetic means in which it is
stored, a periodic backup procedure is carried out, The responsibility for backing up the
information located in shared access servers is the network administrators. It must be
borne in mind that not only are hard disks inclined to fail, but also magnetic tapes are quite
prone to errors that destroy their contents, so we need to do the restoration testine time to
time basis.



17.1 General Rule: Data backup shall be carried out on a daily basis using a combination of

Full Backup and Differential Backup, as configured for the relevant systems and

applications.

lj.2 Data Backup in File Servers: File server information shall be backed up daily

through the configured automated backup process to the designated NAS (RAID)

backup storage.

17.3 Data Backup in Database Servers: Database information shall be backed up daily

through the configured automated backup process. Office server backups shall also

be taken separately on a daily basis by the Network Administrator and Database

Administrator, as apPlicable.

17.4 Backup Administration: Backup jobs, backup status, retention and restoration capability

shall be monitored by the responsible Network Administrator and Database

Administrator. Periodic restoration testing shall be carried out to confirm backup integrity

and recoverability.

17 .5 DataBackup in Desktop PC and Notebook: This task is the responsibility of the user

to whom the computer has been assigned.

18. Exemptions / Amendments / Delegations

The Board of Directors of the Company shall always have a right to amend I modify I

waive any clause / requirement specified und-er this IT Policy.

!k * * * *rF :t * *'1. {( * * * ** * X

'4tF
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